Abstract
Introduction
The fact that cyberspace increasingly is turning into a place where criminal acts are committed requires law enforcement agencies, businesses and other organizations to develop new competences. This means that either existing personnel will have to develop new skills or that new personnel with specific skills will have to be employed. These alternatives require facilities that allow people to learn the skills required for dealing with computer crime and digital evidence. The evolving sophistication of computer crime, together with the methods and tools required to detect and deal with it, demand the timely development of new university programs. It is the purpose of this paper to recount the development of a new undergraduate course i in forensic computing in the School of Computing of De Montfort University, Leicester, UK (DMU). The paper will start by providing a general background of the rationale for starting the course. It will go on to describe the requirements and organizational constraints that shaped the outline of the course. The paper will then overview the topics to which students must be exposed in order to discharge their professional responsibilities. Finally the paper will discuss the implementation of the forensic computing course and reflect upon the problems arising due to its complex and multi-disciplinary nature.
The paper should prove interesting to readers of the book for several reasons. Among these is the fact that the chapter moves beyond the theoretical and academic discussion to deal with the important question of how forensic computing can be taught with requisite emphasis upon the practical, legal, and ethical issues to which it gives rise. The paper raises the problem of where those professionals with the skills necessary to address the issues of forensic computing will come from and of how a university can deal with the challenge of setting up and teaching degree courses in the field. More importantly, the paper reflects upon the interdisciplinary nature of forensic computing and the problems to which this gives rise in the design and delivery of forensic computing courses. Competition for resources between the technical, legal, and professional components of the degree is generated by the complexities of forensic computing. Which skills and to what degree are these needed by a high-technology crime investigator? How much technological knowledge is necessary and how much knowledge of the law does a forensic computer scientist need? Who can count as an expert witness in a court of law? These questions lead to greater questions: What is the role of computers in society, the function and purpose of the law, and ultimately to the deep question of how may we, as societies, design our collective lives. While we cannot answer these questions comprehensively here, it is important to stress the role they must play in the development of a successful forensic computing course.
Forensic computing, in the imagination at least, carries the promise of excitement redolent of TV series and thrillers. Whatever the reality, the enthusiasm thus engendered, no less than that derived from intellectual propensity, should be harnessed by universities in both their own and society's interests. Several universities in the UK have set up courses related to forensics in the last few years. The School of Computing at De Montfort University is running a course in forensic science, which has managed to attract students against the general tide of disinterest in and lack of recruitment to science studies noted nationally.
Given the ubiquity of computing and other forms of information and communication technologies in modern societies, it is not surprising that these technologies are used for criminal purposes. Consequently, the police need to be able to investigate ICT and they need to be able to present their findings as evidence in courts of law. Since the DMU School of Computing has substantial experience teaching and researching various aspects of ICT, it seems a sensible choice to offer a course that will specifically satisfy these demands.
Moreover, DMU as a new university (that is one of the UK universities that were polytechnics and were elevated to university status in 1992) prides itself in being professional, creative, and vocational. Accordingly the teaching portfolio aims to be applied and practical, unswervingly directed towards the provision of graduates with the skills required by employers.
In the case of forensic computing, there are two main areas of possible employment. Firstly, the police force with its need to develop high technology crime units ii , and then the private companies that wish to deal with a variety of illegal behavior involving their technology. Both areas are predicted to grow quickly in the coming years and it is expected that the job market for graduates skilled in forensic computing will grow concomitantly. These predictions are corroborated by the local high-technology crime unit of the police as well as by market research conducted by the marketing department of De Montfort University. Most importantly, the marketing department predicted that there would be ample interest by students in the course. These reasons were sufficient to persuade the university to start designing the course and to offer it to students.
Competitor Analysis
In order to be sure that the course would be viable and would be able to cater to a market that exists but is not already saturated, the course team undertook a competitor analysis. At undergraduate level for UK 2005 entry, UCAS (the UK Colleges Admission Service) listed three competitors in July 2004 when detailed course design was initiated. At the point of preparation of this document , this had risen to four with the addition of Sunderland. None of these institutions is geographically close to dmu and so offered minimal direct competition for applicants who want to stay close to home. On a content level, the planned course was set apart by a strong presence of digital evidence handling within the professional context of forensic investigation. A brief overview of the competing courses can be found in Table 1 .
There is thus a small but growing market for forensic computing in the UK. We did not consider the international competition for several of reasons. Firstly, most of our students are UK students and, at least initially, we expect that students will make a rather ad hoc decision to enter the course. Such a decision in our experience tends to be rather Forensic computing is about detecting, preserving and presenting evidence of computer crime.
University of Sunderland
Forensic Computing 3 year full-time Degree, 4 year sandwich Degree BSc (Hons) Forensic Computing is designed for those wanting to study and develop skills in forensic data computing. The degree provides an understanding of criminology, types of forensic data and appropriate analysis techniques, and how to operationalise findings in decision support software based upon advanced artificial intelligence technologies and 'industry entrance level' computer programming skills. local than international. Secondly, forensic computing is closely linked to the legal and regulatory system and we can only claim expertise in areas of forensic computing in the UK. Questions of the legal framework, including requirements for the handling and presentation of evidence may be different in other legislations, which means that professionals active in the UK need to know the UK model. We realize that this may turn out to be a problematic assumption in the light of the international nature of ICT and related misuse and crime. We may have to revisit this problem but it did not influence our initial design of the course.
A possible alternative to a full three to four year BSc course might have been a one or two year postgraduate degree. There are a number of such top-up options available in the UK and elsewhere. We did not choose to follow this route because we believe that the amount of material-technical, legal, and professional, that needs to be mastered in order to be a successful professional in forensic computing is such that it deserves to be taught in a full first degree course. However, if our BSc turns out to be a success and attracts a large number of students, then we will consider offering a follow-up postgraduate option.
Requirements
In order to perform a useful requirements analysis for the course we concentrated on the potential employers of our students and asked what they would wish their employees to know. The two main employers are expected to be the police and security/IT departments in commercial organizations. These have distinct but partially overlapping needs and interests and it is therefore important to distinguish between the different sets of requirements.
The police require expertise in forensic computing for the purpose of identifying, trying, and convicting criminals. This refers to specific computer crime but also to general crime that is committed with the involvement of ICT. Today nearly every crime that is investigated by iii the police involves digital media (Janes, 2005) . Computer crime includes matters such as hacking into systems, online fraud etc. (Tavani, 2001) . The advent of broadband has attracted unprecedented numbers of hackers and botnet herders involved in the commission of increasingly sophisticated crimes (Deats, 2005) . In general crime ICT is used for many purposes. These include for example the storing of drug dealers' customer data on mobile telephones and the e-mailing of threats by murderers to their victims. While the use of technology for the purposes of finding evidence is indispensable to the police force, and while it is increasingly involved in the commission of crime, computer-based evidence is useless unless it is collected and presented in court in such a way that it will not contravene the rules of admissibility and will lead to the successful conviction of criminals. The collection and presentation of computer evidence is therefore a technical matter that must nonetheless be undertaken in strict compliance with legal rules. This duality in the purpose and nature of computer forensics means that experts, especially those involved with law enforcement, must be trained to quite literally look both ways simultaneously.
The goals of business organisations in employing forensic computing experts often differ from those of the police. Businesses incline to the quiet detection and prevention of outside attacks as well as internal misuse. Forensic computing can be helpful in detecting and following up attacks and in determining and documenting the misuse of systems for future reference. Issues of risk management, avoidance of legal liability (Straub & Collins, 1990 ) and issues of productivity loom large in the annals of computer forensics in the commercial field. Research indicates that the main threat to business originates from employees and that the use of ICT for non work-related purposes is very problematic. A number of terms have been developed by businesses to describe these unauthorised activities, "cyber-slacking" (Block, 2001, p. 225) , "cyberslouching" (Urbaczewski & Jessup, 2002 p. 80) , or "cyberloafing" (Tapia, 2004 p. 581) . The investigation of employee misuse of ICT by employers is often satisfied employing lower standards of evidence collection and presentation than that required by the police force. This is because employers are often content to dismiss recalcitrant workers and in any case prefer not to attract attention to adverse behaviour in the workforce. This does not mean however that computer forensics conducted in the workplace should be with a blind eye to legal requirements; a wrongful dismissal suit may be grounded on a lack of respect for privacy, avoidable had the legal rules of forensic computing been observed. Figures released for the first time by the National High Tech Crime Unit (UK) show that the value of losses suffered as a result of commercial e-crime in 2004 alone stand at £2.4bn. For this reason alone, forensic computing within the commercial context will have to be increasingly tailored to take account of the law.
This brief résumé of the requirements of the two main groups of potential employees indicates that it is otiose to tailor the course specifically for computer forensics in either one or the other group. Students of computer forensics, regardless of their destination should be equally well-versed in technical and legal matters.
Given the fast pace of change in the field of computer forensics, one can safely assume that the technologies we teach to our students in the first year will be outdated and forgotten (at least by criminals) by the time they graduate. Students should therefore be able to continuously educate themselves as to changes in the technology and in the procedural and substantive law relevant to their field. It is clear that students must be taken to the wide horizon of computer forensics to understand the technical, legal, ethical, and societal aspects of their role as experts in forensic computing. This leads us to the question of how the different skills can be implemented.
Implementation of the Course
This section will explain how we planned the delivery and structure of the course in order to address the skills requirements indicated above. It will therefore explain the content and purpose of the course structure that can be found in the appendix. As can be seen from the appendix, all of the modules to be taught in the first two years of the course are 30-credit modules. That means that they are taught over a whole year and typically have a contact time of three or four hours per week. The assumption is that students should spend about ten hours per week on each module. The modules are assessed by a mix of coursework and examination, depending on the specific outcomes being assessed. All students will be expected to do a placement year during their third year of study. Placements consist of work in a company or other organisation in an area close to the subject. Placements are standard in all courses offered by the School of Computing and our experiences with them have been very encouraging. They allow students to apply their theoretical knowledge and expose them to the organizational environment in which most of them will eventually go to work. The third year placement within a forensic computing environment is important from the recruitment point of view since employers prefer recruits with practical experience (Janes, 2005) . While placements are spent in an organisational environment, they are still supervised by academics and students' have to write an assignment in order to get their placement recognized. During their final year, students are required to undertake a major project, which can be directed towards research or the creation of a system. They have a choice of two smaller (15 credit) modules and have two more compulsory modules. The content of their modules will now be described in two sections technical/legal and professional/ethical.
The evaluation of the different modules will depend on their content. Traditionally, the technical modules that require hands-on activity are assessed by practical tests in labs. Modules that have a theoretical and practical content will usually have one-part coursework assessment and an exam paper at the end of the module. Other modules with a more theoretical content, such as the legal and professional modules, will require students to submit coursework, usually in the form of essays and presentations. This mix of different assessment modes will also help students develop a range of different skills and will thereby support the interdisciplinary education of the students.
One common source of tension in obtaining, presenting, and understanding technical evidence is the difference in mindset between the technical and normative worlds. If code works, background study and documented analysis is generally irrelevant. But lawyers depend increasingly upon the advance preparation of reports compulsorily required in the discovery process. Answers are useless unless the reasoning, background, and process are properly chronicled and legally obtained (Slade, 2004) . From the outset students whose propensity is for either the technical or normative side of the course will be encouraged to work to see the other's point of view.
Technical Content
As can be seen from the appendix, half of the teaching time during the first two years will be allocated to purely technical topics. Students will in the first year learn the fundamentals of computer science as well as an introduction to programming in C. It was felt that, in order to be able to work successfully in forensic computing, students would need a broad general understanding of computing and ICT. This includes an understanding of modern programming as well as a general overview of hardware, software, and related concepts. These basic skills will be taught in the two first year modules, "Programming in C" and "Foundations of Computer Science". During the second year students will build on these foundations and be introduced to more advanced topics in the modules "Internet Software Development" and "Systems Programming". For a student to become an effective investigator, it is our belief that they need to have spent some time approaching the technical material from a creative, rather than an analytical, point of view, in effect, creating digital evidence. These technical modules in the first two years therefore develop, albeit in a somewhat limited extent, the mindset of the conventional applied computer scientist. In particular, deep understanding of the way that data is stored on, or communicated between, computer systems is clearly critical to the ability to perform a digital investigation.
It was perceived that it would be useful to tailor the technical modules to the specific needs of forensic computing. Students might have been exposed to hardware and software tools used by the police force or they could have learned about issues of interest in criminal investigations such as encryption or specific technical platforms. However, for economic reasons it was considered to be impossible to create such new modules. If the number of students on the course becomes sufficiently large, the modules will be customized for the needs of the students.
In the final year, students have some choice regarding their specialization. They can choose further technical topics such as compilers and network protocols but they are also free to look in more depth at organizational or social issues such as privacy and data protection. Their final year project can also be of a technical or a research-oriented nature, depending on their interests.
Legal, Professional, and Ethical Content
As indicated earlier, our requirements analysis led us to believe that nontechnical skills are at least as important to forensic computing scientists as technical ones. We therefore dedicated the same amount of time to nontechnical issues that are specific to forensic computing. In the first year, this includes a module that describes the "Essentials of Forensic Investigations". This module was developed for a forensic science course and includes the basic problems and questions of forensic science in a general way.
The final first year module, called "Normative Foundations of Forensic Computing" is divided into four main themes and will be delivered over the course of the year. The four main themes are,
1.
Ethical and moral questions in forensic computing: This will provide students with an introduction to ethics and morality. They will be encouraged to understand morality as an expression of social preference/need and to recognize manifestations of this in several areas associated with computer forensics. These include intellectual property rights issues, privacy/ surveillance issues, access to data issues and issues of human-computer interaction. The theme will also provide an overview of ethical theories and explain these as reflections of morality. Building upon this, students will be encouraged to apply ethical reasoning to moral cases.
2.
Foundations of the law: This theme will provide students with an essential understanding of what law is and with the ability to relate their understanding of it to forensic computing scenarios. The part played by ethics and morality in the development of the law will be overviewed and students will be introduced to the common law, case law, and legislative sources. Probably one of the most important functions of this theme will be to equip students with the " know-how" to undertake research in legal issues relevant to forensic computing. This will be accomplished by careful in situ explanation of the law library so that students will be able to navigate and utilize its contents independently. Additionally, students will be familiarized with online sources of legal information. The theme will also be directed at elucidating legal language so that students can move confidently through legal texts.
Such skills are indispensable to a main aim of the module that of developing critical competence. Students will be asked to critically reflect, taking account of the current legal situation, on the role of forensic computing professionals and to discuss ethical and legal issues they may face.
Substantive law in computing:
This theme will provide students with an understanding of the principles that the courts apply in their approach to cases involving computer crime. This will be accomplished by examining examples provided in case law and by scrutinizing the relevant legislation. Students will then be provided with hypothetical scenes of computer crime including evidential scenarios that they will be expected to relate to the relevant law and for which they will be expected to assess likely outcomes. Areas of computer crime to be studied include computer fraud, unauthorized access to computer materials, unauthorized modifications to computer data, piracy, and computer pornography and harassment. The theme will also cover instances where technology is involved in "traditional" crimes such as murder.
4.
Forensic issues in computer crime: This theme will introduce students to the practical issues that arise in relation to forensic issues and computer crime. Students will be made aware of the importance of recognizing when in the course of their investigation they are about to take an action upon which legislation and case law impacts. The main areas to be covered in this part of the course are the search and seizure of evidence of computer crime, the interception of computer crime, and the preservation of evidence of computer crime. It will be necessary also to ensure that students are familiarized with the international approach to computer forensics.
The second year will be linked to the content of the first year. Students will attend a module on "Forensic Data Analysis" where specific forensic issues of databases will be taught. In parallel they will be taught "Issues in Criminal Justice", to be delivered by the Law School, which will build on the legal knowledge they acquired in the first year.
The third year of the course will comprise students either in placements with the police or with a commercial organization. It is expected that the knowledge they will have gained in the first and second years of the course will have provided students with a sufficient level of understanding to be able to follow the daily routine of a forensic computing professional and, where it is appropriate, to work independently.
The fourth and final year of the course is designed to prepare the students for their emergence as qualified professionals in computer forensics. The two main modules, next to the final year project and the electives, are designed to simulate the environment in which the students will work after graduation. The "Digital Evidence" module will provide a number of case studies that will use real-life problems and data and show students the current tools, technologies, and techniques used by high-tech crime units. The design of this module, has of itself produced huge ethical challenges. How do we provide students with data to investigate which has been ethically obtained yet is sufficiently large in quantity and representative in quality to give them a realistic challenge? Similarly, do we explicitly teach students to hack systems so they can recognize the patterns of hacking? Further, how do we protect the University's IT infrastructure from the various malevolent things (viruses or password cracking tools for example) that they will be studying? Substantial effort continues to be expended developing the tools, working practices, and physical and logical investigative environment so we provide safe educational experiences. Parallel to this, students will follow the module "Professionalism in Forensic Computing". This module will build on the professional and ethical foundations of the first year module. It will continue to link the technical knowledge the student will have at this stage with their legal and professional experience. An important part of the module will consist of mock trials or "moots" where students will take the role of expert witnesses, for the prosecution or the defense, and where they will be asked to present evidence in the manner of policemen or expert witnesses in a court of law. The two modules will be closely related and the presentation of the evidence will be based on the technical case studies of the "Digital Evidence" module.
Problems of the Course
We hope that the above description of the rationale, requirements, and implementation of the forensic computing course will have convinced the reader that we have managed to create a viable, worthwhile, and interesting course. We should admit, however, that this set up contains several problems. Some of these are probably generic to all university courses, some specific to the university, while others would seem to be typical of interdisciplinary courses.
The general problems include questions of resources and economic viability. Ideally, we would have designed all new modules for the course but that would have required large student numbers, which we are not likely to obtain, at least not at the start of the course. Another general problem is the question of the limits that students need to know. It is always desirable for students (and anybody else, for that matter) to know more than they do. The technological knowledge could be extended to other technical platforms, such as handheld or mobile devices, to more than one programming language, to more software tools, and so on. Similarly, on the legal side, it would be desirable for students to have a good understanding of all legal matters related to forensic computing and maybe even be solicitors or barristers. There is thus the difficult problem of drawing the line between the knowledge that will be essential and that which they cannot be taught. A related problem is that of the evolution of knowledge and the resulting fact that universities must teach students how to learn independently to keep up to date, rather than given them material knowledge that becomes outdated quickly. This is true for most subjects, and it is certainly true for something developing as quickly as information technology and its possible criminal applications. Our endeavour to ensure student competency in the handling of legal materials and familiarity with forensic tools, it is hoped, will go a considerable way towards assuaging this problem. Apart from such general problems that all university courses face, the interdisciplinary nature of forensic computing posed several unique challenges. The main problem is that the individuals who are knowledgeable in one field usually do not have expertise in the other fields. In our case, the two big groups of disciplines can be called the technical and the normative. The first includes all of the technical issues from hardware to software, networks, and so forth. The normative knowledge refers to the legal but also to the ethical and professional issues involved. While the individuals within the two groups may not always be aware of all the details in their own group (a hardware specialist may not be a specialist in programming; a legal scholar may not be an ethical expert), they are usually sufficiently similar in their knowledge and worldviews to be able to communicate. The same cannot be said for members of the different groups. Legal scholars do not have to be computer literate and an expert programmer may not have the first clue of the law. This is partly a result of the disciplinary division of academia and often produces no problems. This changes, however, when the different individuals need to agree on the set up of a course and when they have to collaborate to make it successful. For the nontechnical legal expert it is very difficult to assess the level of technical knowledge required to competently present digital evidence in a court of law. Similarly, the technical expert will find it hard to assess which legal or ethical constraints apply in their approach to possible evidence. To have it otherwise requires individuals who are experts in both fields and these are rare beings. They are also unlikely to be found in universities where, lip service withstanding, scholars are encouraged to stay within their disciplinary boundaries.
Another resource issue is that of the provision of specific equipment for such a course. Some of the modules can be taught in traditional labs which allow access for all our students. However, it is clear that the most interesting part of the course will necessitate specific equipment in the form of hardware, software, and regulations, which will only be accessible to students of the course. Examples are viruses and worms and other malicious software that students have to learn to deal with. They will furthermore be required to undertake actions, albeit under strict supervision, that will normally be prohibited for students. They will learn to tinker with security mechanisms and to access data that users don't want to access. These considerations led the management of the school to the decision to create a new laboratory which is to be used exclusively by forensic computing students and staff.
A final set of problems has to do with the question of critical reflection and the role of forensic computing professionals in society. The above outline of the course shows that our students will be quite busy learning the material presented to them. Critical reflection, which universities tend to see as a desirable skill to be taught to students, can easily be forgotten in the rush. Or, if it is actually addressed, it may be applied to limited areas, such as in a critique of certain tools or legal precedents. This is problematic because the work of a forensic computing professional is likely to involve activities which are located at some of the major fault-lines of societal discourses. It will have to do with fundamental ethical and social issues. Obvious examples are issues of privacy or intellectual property. Businesses who employ our graduates are likely to use employee surveillance and the graduates' skills will be well-suited to the identification of employees who misuse company equipment for personal purposes. At the same time, one must be aware that the very idea of employee surveillance is highly contentious (Stahl, Prior, Wilford, & Collins, 2005) and that the role of the computing expert is anything but neutral. A similar case can also be made regarding possible uses of the students' skills in public service in the police force. Forensic computing can be used to identify the illegal use or duplication of copyright material. There have been a number of high profile court cases in the last few years in which major holders of intellectual property (music labels, film studios, software companies) have controversially asserted their rights by suing individuals. The very issue of intellectual property is contested (Stahl, 2005) and the forensic computing scientist needs to be aware of the influence he or she may have on social debates. Clearly there is great scope for critical reflection upon the role of forensic computing in society. It is highly desirable that students be capable of taking a coherent stance on these matters and that they are able to defend it, but it is open to debate whether students will in fact have the time or be prepared to undertake critical analysis sufficient for the consideration of other stakeholders' views.
Conclusion
This paper set out to describe the challenges encountered by the School of Computing of De Montfort University in establishing a course in forensic computing. The course is due to start in the autumn of 2005, given that a sufficient number of students enrol. This paper is more a reflective account of the creation of the course than a classical academic paper. We hope nevertheless that it will be of interest to the audience of the book because it highlights some of the problems that will have to be addressed if forensic computing is to become a recognized profession. The paper has given an authentic account of the history and intended structure of the course. It has also outlined some of the problems we have had and that we foresee for the future. We do not claim to have found all the right answers. Instead, we hope that the paper will work as a basis of discussion for people and institutions with similar questions.
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